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ABSTRACT

Peer-to-peer (P2P) systems enable users to share resioLaaest-
worked environment without worrying about issues such atasc
bility and load balancing. Unlike exchange of goods in aitradal
market, resource exchange in P2P networks does not invainem
tary transactions. This makes P2P systems vulnerable bbgmns
including the free-rider problem that enables users to iseqe-
sources without contributing anything, collusion betwegaups
of users to incorrectly promote or malign other users, and-zest
identity that enables nodes to obliterate unfavorabl@hjstithout
incurring any expenditure. Previous research addressse fis-
sues using user-reputation, referrals, and shared hiséssd tech-
niques. Here, we describe a multi-agent based reciprociyhiar
nism where each user’s agent makes the decision to shamaces
with a requesting user based on the amount of resource®psedyi
provided by the requesting user to the providing user ant-glo
ally in the system. A robust reputation mechanism is propdee
avoid the differential exploitations by the free-ridersiaa prevent
collusion. Experimental results on a simulated P2P netvanik
dresses the problems identified above and shows that ussrs ad
ing the reciprocative mechanism outperform users that tiehrare
resources in the P2P network. Hence, our proposed recipreca
mechanism effectively suppresses free-riding.

Categories and Subject Descriptors
1.2.11 [Artificial Intelligence ]: Distributed Atrtificial Intel ligence

General Terms
Experimentation, Performance
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INTRODUCTION

The number of users accessing the Internet over the last few
years has multiplied and this has encouraged online irttereloe-
tween users using different communication models. Thentece
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popularity of file sharing systems such as Napster, Gnuggith
SETI@home indicate the P2P paradigm as a major medium for
users to interact with each other for real-time collaboratind in-
formation sharing in a large-scale, distributed environmeThe
P2P model offers several design and implementation clygkem
node in a P2P network needs appropriate techniques fomdieter
ing peers that possesses useful resources, algorithmsafting
those resources between the peers and a trust model fongnesi
sources. In this paper, we concentrate on the latter probiedn
describe a multi-agent based reciprocative mechanism dreasl
this problem.

A P2P system consists of nodes in a distributed network emvir
ment that are capable of sharing resources. The distrimaede
of P2P systems enables thousands of nodes to interact vath ea
other without problems of scalability or load balancing.wéwer,
in the absence of a central server node that maintains iafitwm
about the nodes participating in the P2P network, users lo&ino
free entry to the system and also maintain no-cost idesgtiti¢he
system. Another challenge in P2P systems is the bottlenexk p
vided by thefree rider problem. Most users in the systems want
to obtain resources from other nodes in the network withioetri-
selves ever contributing (sharing) any resources to otbdes A
number of researchers [4, 6] have worked on incentive sckeme
for P2P systems which try to ensure consistent collabardim
tween peers while restricting the free rider problem. Yeither
problem in P2P networks is collusion among a group of nodes to
incorrectly malign or promote another user to exploit thetem.
Previous research in this area [5, 9] address these prohlsing
reputation and referral based mechanisms that identifyrewerd
nodes contributing significantly in the system. Howeverstraf
these mechanisms are not efficient and do not adequatelgssddr
all the problems introduced by zero cost identity and grook c
lusion in the system. These solutions typically assumenhbees
share a common history, which is a major limitation. Therefo
developing techniques that prevent malicious exploitatibnodes
in a P2P network remain an open and challenging research prob
lem. Here we consider a P2P network, where, users are loocated
nodes and each node is provided with a self-interested antons
agent that determines the resource sharing decision fontue.
Henceforth, we use the term node and agent interchangeably.

To address the free rider problem in a P2P setting, we propose
that resources should be shared with a requesting node popro
tion to the resources shared by that node in the past. Redipro
mechanisms in multi-agent systems provide a suitable farsfdr
implementing such a resource sharing strategy. Recigrbeised
techniques have already been applied to evolve cooperatidn
trust in multi-agent societies [12, 11]. Researchers hésve
that the development of mutual cooperative relationshgasling



to exchanges of help can improve both agent and systemgerel
formances. But these research assume that an agent caangech
its identity. If exploitative agents can change their idgnivith-
out any cost, they can constantly exploit reciprocativenégy@ho
help newcomers with the hope of bootstrapping cooperaéle r
tionships. In this paper, we propose an expected utilitetate-
cision mechanism to determine the sharing decision whethano
agent requests a resource. The proposed decision mechafrésm
agent considers its past interaction history with the agligent,
asking agent’s reputation and the interaction possibilitth the
asking agent in future. When a resource is requested frorgemt,a
it uses this decision mechanism to evaluating its chancétaiio
ing help from the asking agent in future. The requested resas
provided if there is a net expected benefit for interactinthhe
requester in the future.

Our mechanism rewards an agent by enhancing its probability
to receive resources it requested only when the node itsales
its own resources with other nodes in the system. This egsure
that users are motivated to contribute resources and serbeir
chances of obtaining “rewards” instead of free-riding andching
identities. In our proposed decision mechanism, an agamtido
ers, along with past interaction history and future intécecpos-
sibilities, the help giving reputation of the asking agemwini the
feedback of the other agents about the asking agent. Sondt is
necessary for each agent to interact with all of the agenligid:
ually which could have been a limitation in a large P2P nekwor
Using an weight update mechanism of the opinions from theroth
agents, we have made our decision mechanism robust agalist ¢
sion by a group of selfish, free-riding agents. Experimersiliits
of our mechanism on a simulated P2P network illustratestteat
reciprocative technique can mitigate the issues of zerbidestity
and collusion among P2P nodes and discourages free-ridiag i
P2P network.

2. CHALLENGES IN P2P SHARING

A P2P network is set up using the P2P node discovery protocol,
and, resources are located by nodes using the P2P resosicog-di
ery protocol. In this paper, we assume an existing P2P n&twor
where these protocols are already implemented and coatemin
the algorithm for determining the sharing decision made hyde
in response to requests for downloading resources it reséiom
other nodes.

We consider a Gnutella-like pure P2P system that does net con
tain any central server location that registers infornraireluding
identity, network usage and amount of contribution or stgaabout
the participating nodes in the P2P network. Ensuring fasrfeom
every node in sharing resources becomes a challengingepnahl
such a decentralized and unsupervised environment. Theipal
problems arising from the open environment provided by p2e
systems are the following:

e Zero-cost Identity. A new node can enter a pure P2P system

by sending a node-discovery request to an existing P2P node.

This process only involves a nominal cost corresponding to

dissuade participation in the system. A suitable mechanism
for addressing the zero-cost identity problem should mod-
erately provide resources to nodes with new identities to en
courage participation, while, rewarding nodes that havis-a h
tory of active participation in the network over a long time
period.

Free-Riding. The free-riding problem in P2P networks in
P2P networks involves selfish nodes that obtain resources
from other nodes in the network without themselves sharing
any resources with other nodes. In the presence of such self-
ish nodes, not sharing resources becomes a dominant strat-
egy among all nodes in the network and ultimately leads
to a passive network without any resource exchange among
nodes [1]. Free-riding can be addressed by a mechanism that
shares resources a node in proportion to the contribution of
the node to the other nodes in the network.

Collusion among NodesBecause there is no centralized au-
thority in a pure P2P system, it is relatively easy for a group
of nodes to collude together to promote one or more nodes
in the group, or, malign other “good” nodes in the network.
A suitable mechanism for preventing collusion among nodes
should consider the contribution of a node to all nodes in the
network instead of considering contributions reported by a
possibly colluding clique of nodes.

In the following section, we describe our expected utiliasbd
reciprocity mechanism for addressing these issues in a B2P n
work.

3. EXPECTED UTILITY BASED HELPING
DECISIONS

We assume a set of agents interacting in a P2P environment.
The set4A = A, U A,;. whereA, and andA, denote the sets
of reciprocative and selfish agents respectively. Everntabas
expertise in resource typE € YT whereY is the set of all such
resource types. Agents request resources of types in wigtare
not experts from other agents. The probability that an agasta
particular resource of a given type is much higher if an ageah
expert in that resource type than when it is not. In this pajer
corresponding probability values we have used are 1 andp@ces
tively. An agent helps another agent if it provides a resetinat is
requested from it. Reciprocative agents return help, bedfients
do not.

Let H denote the interaction histories of the ageriisis an or-
dered list of tuples where each tuple is of the fofm j, =, ¢, ¢;,
c;,help) where the components are respectively the agent request-
ing a request, the agent being requested, the type of resoeic
quested, the time of request, the cost of requesting agenbtoire
the resource by itself, the cost of the helping agent tofygatie re-
quest for help, and whether or nphelped:. LetH;,; C H be the
part of the history that contains interactions between &geandj
only. Let H denote the space of all possible histories. Our goal is to

the network usage to send the node discovery request andderive a decision proceduf€ : A, x Ax YT x H — Yes/No that

does not involve any costs for participation in the P2P net-
work. Therefore, it is virtually cost free for a node to enter
the network with multiple and continuously changing identi
ties. This problem allows malicious nodes to perform harm-
ful activities in the P2P network, leave the network and re-
enter with a new identity to continue its malicious actiegti
Simultaneously, a stringent strategy that deters nodds wit
new identities from receiving resources from other nodesldvo

maps a request from an agent to another agent to a booleaioteci
based on the resource type involved and the interactiooriist
these two agents.

We introduce an expected utility based decision mechangad u
by the reciprocative agents to decide whether or not to hamer
quest for help from another agent. When requested for help, a
agent, using this decision mechanism, estimates theydflagree-
ing to the request by evaluating its chance of obtaining frelm



the asking agent in future. An agent, being self-interediad the
objective of earning more savings by receiving help thart oes
curred by helping others in the long run. When an agent usiisg t
strategy decides whether or not to provide help, it usestststa
cal summary of its past interactions with the requestingntige a
metric for evaluating its expected interaction patterrhwiite latter
in future. Using this information, it evaluates the diffece be-
tween the expected benefit and the expected cost it might facu
that agent by helping it in the future. In the following, weepent
the expected utility based decision mechanism that agames to
evaluate a help request by another agefur sharing file typer.
The expected utility of agent for interacting with agend at time
T and future time stepgyr(m, o, 7), is defined as:

Er(m,o,7) =

S AT (D (@)P o () costm (z)) —
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wherecost;(z) is the expected cost thatincurs to procure a re-
source of typer by itself, v is the time discount, ant is the set
of different area of expertise. The evaluation of the expecitil-
ity of agentm helping agenb considers all possible interactions
in future and for all types of resources. In equationDt,, (z) is
the expected future distribution of resource types thatgemay
require at time instance ande,m (z) is the expected future dis-
tribution of resource types that aganmay ask fromm at time
instancet. We definePr} ;(z) as the probability that agentwill
share a resource of type when requested by agenat timet.

We observe that_ {2 . v~ 7 > .y DL, (z) Prl, ,(x)costm (z) IS
the time discounted (with discount factg) expected savings of
m by receiving help fronv in future. Hence, when an agent
is helped with resource type, its savings iscost (x), the cost
it would have incurred to get the file on its own. We use an in-
finite time horizon and increasingly discount the futurdéreates
by the factory'~T, where0 < v < 1, andt refers to the time
period. The term,>-2° . v*~T >+ D¢ ,.(x) Prl . (z)costm (z)
is the net expected cost that can be incurredrbfor (a) helping
in the current time instance and (b) incurring helping costfin
the future. ThusEr(m, o, 7) gives the net time-discounted future
expected benefit that agemt has for interacting with agemt

We note that the distributioDy,, (z), D}, ,,,(x) in the future and
the help giving probabilitie®r} ;(x) are unknown to an agent. As
an approximation, we estimate these values by the corrdsmpn
observed values until the current tiriie Correspondingly, the time
superscriptst, are replaced witll” in Equation 1.

The formulas to calculate different terms in Equation 1 avery
below:

__no. of times resource of typewas required until’

D} (x) =
m total # of requirements fom until 7’
DT (2) = # of timeso askedm for file typez until T
om total # of timeso askedm for help until T
Pr;‘fj(m) _ # of times; helped; for file typez until T

# of timesi asked for file typec until T~

Our proposed decision mechanigfiwill evaluate a help request
from agento to agentm for a file of typer at timeT" given the his-
tory of interactions,wa and Hﬁm, between these two agents.
The history is used to first calculate,Rs(x) and Py .. (z) values

and the requirement distributiaR’, (z) and DZ,, (z). It then cal-

culates the expected utility of agent for interacting with agent
o in the current and future time stepSy(m, o, 7). Our prescrip-
tion is for agentm to help agenb in the current time if this ex-
pected utility is positive. But initially as the probabjlivalues are
all zero and so are these expected utilities, no agent witidlimed

to help first. To break this deadlock, we introduce two baatst
ping mechanisms which are discussed in detail in the exgertiah
section accompanied by a discussion of their relative adgas
and disadvantages.

3.1 Reputation as a further deterrence to free-
riding

The above-mentioned decision mechanism suffers from the pr
lem of inertia. For a sufficiently large agent populatiorieraction
between any two given agent may be infrequent, and it canaake
long time to ensure enough interaction among agents to bpild-
formative interaction histories. Consequently, recipta® agents
may require too long to recognize and benefit from other recigp
tive agents, which jeopardizes the mutually beneficialti@iahip
between these agents. To alleviate this problem, we prapasse
a reputation mechanism to help identify “good guys” withbav-
ing to have multiple direct interactions with them. We alsamv
to use the same mechanism to identify free riders (those who r
ceive help but do not help back) based on opinions of others wh
have been exploited by them. In this reputation framewothenv
an agentn is asked for help by another agentm requests other
agentsC, who have interacted with before to share their expe-
riences aboub. Upon requestC agents send report their com-
plete interaction history witl» to m. The helping agenty, then
uses this information to compute a more accurate probgbiiiv’s
help-offering behavior for different resource types by gteng its
personal experience withand the average of the probabilities re-
ported byC agents. Therefore, the ﬁro(x) term in Equation 1
is replaced by the reputation offor providing help for task type
z,i.e., PE (z), and which is calculated as

ZaGAf{m,o} Pr(ﬂ;o(m)
|A] -2 7

Pl (2) = (1= @)Pr, () +a @)

where P{ ,(x) is the opinion aboub reported bya. These opin-
ions are averaged from all agents except the interactirtgepamd
the weighto on others opinion is an inverse function on the number
of timesm has askea for help

1
“T + no. of timesm asked help frono

©)

This strategy helps peer agents share their knowledge atirt
peers. As different agents start off interacting with diffet sec-
tions of the agent population, by sharing their opinions/tban
form expectations about a larger section of the populat®urch a
reputation mechanism, therefore, enables agents to mékenied
interaction decisions with other agents at a relativelyyestage of
their lifetime. Over time, however, an agent would haveramtéed
often enough with another agent to be able to rely on its own in
teraction history. Equation 2 captures the trade off betwesng
local information and others opinion. From Equation 3 wesobs
that alpha is inversely correlated with the number of timagent
asks help from another agent. This implies that an agentdetl
pend more on its own experience with a longer interactiotohjs



3.2 The problem of collusion and its deter-
rence

This reputation mechanism, however, assumes that event age
is truthful in reporting their reputation for other agentSelfish
agents may attempt to disrupt this mechanism by formingudell
ing groups that falsely report good opinions about otheludets
to third parties. If reciprocative agents are not able tcelis be-
tween such collusion and truthful opinions, colluding sélfagents
will be able to exploit others. Sen [12] observes a similatpem
with “Believing Reciprocity Agents” and addressed it by imay
reciprocative agents trust the opinions of those agents wiitom
they have good balance of help exchange. A shortcoming o¢f tha
approach is that nothing prevents a reciprocative ageaottalie
about other agents with the goal of sharing a larger sharbeof t
time and resources available to another agent. We posihéiat
giving and reputation-reporting behavior are orthogomal bence
it is necessary to learn them separately for any peer agent.

To address the problem of estimating a peer’s reputatiparting
behavior, we propose a Bayesian update scheme to disctemina
between truthful and lying agent. In this approach, redative
agents compute the probability that the information sgablby
another agent is true. Initially, it assumes every one tatbful
and then uses a Bayesian update technique to judge theutruthf
ness of each agent based on its interaction experience hagle t
about whom reputation was reported. Subsequently, theamsn
reported by an agent is weighted by its estimated truthfignEqua-
tion 2 is then updated to include this estimated truthfuidnes

ZaeAf{mﬁo} ngo(x)PF(a)
Al -2 ’
4
where PF(a) is the estimated probability, at timig, of peera
being truthful. Let the initial estimates for the truthfabs of all
agents be some constéant
We now illustrate the Bayesian update mechanism. Héﬁ

and HZ“‘;,S denote respectively the events of agerttelping and
not helping agentn with a resource type at the current time in-
stant,C. Agentm then recalls all the opinions it had received from
other agents aboutthe last timel’ wheno had askednr for help.

As stated above, agent received opinion Pr,(z) from another
agenta at timeT" about the likelihood of agent helping for re-
source typer. The new truthfulness estimates for the next time
instance, Prt1(a), is then calculated as

Pr?;(;p) = (1 — Q)Przwnﬁo(x) ta

PE+ (a) = P (a|HZ:S) if o helped m withr atC.
Y7 PE(a[HES) if o did not help m withz atC.
Now,
z,C
PE (ol HEC) = PI° (a)Pr(HZ S |a)

Pr(Ho,,m) ’

where the denominator on the RHS is the true probability ehag
o helpingm with resource type: if asked. Since this probability is
not known, it is approximated by the estimated probabititiEqua-
tion 4. Also, the second term in the numerator in the RHS is the
reputation that. would report aboub’s help-giving likelihood for
resource type: at timeC'. Since, this information was not solicited
by m, and hence not available, the most recent such information,
from timeT’, can be substituted. This results in the updated equa-
tion to be
z,C Prc(a)Pr:LI;,o(x)
P (a|HDS) = )
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Figure 1: Performance of reciprocative and selfish agents.
Similarly,

P (a)(1 — Pt ,(x))
1=PiS(x)

P (alHES) =

3.3 Addressing the zero-cost identity problem

In P2P systems, it might be possible to regenerate new tgenti
at near-zero cost. This might allow free-riders to bypassrépu-
tation based deterrence discussed above unless corraspaod-
rective measures are adopted. We propose the followinglsimp
scheme: newcomers are not helped until their reputationaseaa
threshold for at least one resource type. This will requieertew-
comers to “invest” to enter the market by incurring upfroosts
when it helps others without helping back. This is a reaskenab
demand and is faced by most entrants to new environments. The
above measure, however, poses the following caveat: whadho
the newcomers help? If they help anyone requesting help; fre
riders can get their way. We propose that the newcomers @se th
above-mentioned reputation scheme to decide who to helpugrh
the reputation mechanism is not as effective for newconasrtey
cannot use their experience to update the truthfulnesseobttiner
agents, it will work as long as a majority of the populatioe abt
colluding as a group. The latter is a very unlikely scenaritarge-
scale, open P2P communities.

In the next section we discuss the experimental results we ob
tained by using these strategies.

4. EXPERIMENTAL SECTION

We organized the sequence of our experiments to increnhental
include the strategies used by the selfish agents and thd@ecoun
strategies taken by the reciprocative agents to prevemieipon.
We start with very basic strategies used by both type of agemd
gradually show the effects of using more sophisticatedrtiegctes.

In all our experiments we compare the balance of differgoe$yof
agents averaged over all the agents in that type. Note tgaehi
balance implies more help received than given. We ran otesys
with 50 agents and 10 different area of expertise. Every taigen
randomly chosen to be an expert in an area. In each iterdten t
agents randomly issues a request in an area of which it ismot a
expert and ask other agents for help. Other agents thenedexid
help or not depending on their strategies and their exjgertfn
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Figure 2: Effect of zero cost identity problem on performane
of reciprocative and selfish agents.

agent cannot help in an area in which it is not an expert. We als
assume that an expert when helps a non-expert incurs a cbét of
and the non-expert saves a cost of 1000. Every experimenhis r
for 100 iterations. The initial proportion of selfish agenisthe
population is taken as 0.4.

In our first experiment, the reciprocative agents who aredsgp
in the requested area helps an agent if he had received loefp fr
him and expects to receive future help. However, if everyaoses
this strategy the systems would reach a deadlock state aoaee
would expect to receive help from others. So, to bootstraghtip
giving behavior, reciprocative agents help any new agekings
for help for the first 5 times without considering its pastttiyg
or future expectation of getting help in return. After thatripd
it helps only if there is a non-zero probability to receivdphim
return. Selfish agent never helps. In this framework, we vese
from Figure 1 that the reciprocative agents do much better the
selfish agents in spite of being exploited for the first 5 timéé&e
also observe that after some time selfish agents perforntaase
to increase where as the reciprocative agents performmaily
better. This is the point when reciprocative agents stomgithe
free help and uses its decision mechanism to identify thigskel
agents.

In our second experiment, the selfish agents start chanlg@ig t
identity at regular intervals. The reciprocative agentphevery
new agent individually 5 times to initiate interaction. Hewer, as
the reciprocative agents are unaware of the change of tgdayti
the selfish agent, they wrongly consider them as new agests A
result they keep on helping them and were exploited misgiapl
the selfish agents. The result is shown in Figure 2.

To counter this strategy, reciprocative agents decidelmptenev-
olently only 20 times after it enters the system, irrespectif the
agents asked for help. Now as the reciprocative agents doonet
sider the identity of other agents and uses its decision arésim
after a fixed interval of time, consequently, selfish ageatdctnot
exploit them by changing their identity. The result of thigeri-
ment in Figure 3 clearly shows that this strategy is able &al-er
icate the effect of zero cost identity problem and the rexpr
tive agents outperform the selfish population. Howeves striat-
egy is too restrictive and it limits interaction betweenipeacative
agents also. As a result reciprocative agents treat othgroea-
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Figure 3: Performance of reciprocative and selfish agents &dr
removing the zero cost identity problem.
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Figure 4: Performance of reciprocative and selfish agents lrsg
reputation information from other agents.

tive agents wrongly as selfish agents based on the insufficien
formation collected during the bootstrapping and stopngj\ielp.
Hence, we observe the performance of reciprocative agetesi€
orate as well. An easy solution would be to increase the bagts
ping period but note that it would also give the selfish agerdse
time to exploit.

In our next experiment we address this issue by adding reputa
tion mechanism in our previous system. In this strategy amig
when asked for help beyond the bootstrapping period of 2gshel
it asks other agents about the asking agent to estimate tha-pr
bility of receiving help in future. It then uses the averagalothe
reputations and its own experience to decide whether ta fidiis
mechanism allows sharing of the limited interaction higtof in-
dividuals. This provides an agent more elaborate inforomadbout
other agents which it cannot perceive from its own limitegexi
ence. This helps an agent to discriminate between selfislieand
ciprocative agents more accurately. The results in Figushotvs
the balance of reciprocative agents improve by a large maingin
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selfish agents are colluding.
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Figure 6: Performance of reciprocative and selfish agents,er
ciprocative agents using Bayesian update technique.

that of Figure 3 as they can now identify each other correbtbte
that selfish agents perform as poorly as before.

In the next experiment we show the effect of collusion on this
reputation framework. The selfish agents tries to expleitréputa-
tion system by colluding among themselves. In this scheeifisis
agents when asked for reputation about other selfish agiets @
very high reputation value to mislead the helping agentapable
of distinguishing between truthful and lying agents, recimtive
agents were easily exploited by the selfish agents. Figuhe®s
that selfish agents perform better than the reciprocaties as they
successfully mislead the reciprocative agents using siolfustrat-
egy. To alleviate this problem, reciprocative agents cdempthe
probability of the information supplied by another agerinberue.
Initially It assumes everyone to be truthful and then useayeBian
update technique to judge the truthfulness of the agentlmséhe
actual observation it receives from the environment. Tlerima-
tion supplied by the agent is then weighted by their trutidgk.
We observe from Figure 6 that initially selfish agents dodrettan

the reciprocative agents using collusion. However, recigtive
agents eventually identifies the lying agents and ignorie timen-
ions. In this final experiment we thus produced a robustegsat
that maximizes the payoffs for reciprocative agents agaiesfree
rider, zero cost identity and collusion problems.

5. RELATED WORK

In this paper we have described an expected utility based re-
ciprocative mechanism for addressing the problems offfiding,
zero-cost identity and collusion among nodes in pure P2Rarks.

The reciprocity based mechanism described in this papdieapp
pure P2P systems that do not have a central server locatibaice
ing information about the P2P nodes. In contrast, hybrid cerd
tralized P2P systems [7, 13, 14, 10] include one or more sethiat
contain information about participating nodes, and, $aiaring can
be implemented using audit-based mechanisms in such system

Most of the related research for determining the sharirajesyy
for agents in a P2P network model P2P interactions as a prison
ers’ dilemma game and suggest mechanisms based on referdals
shared history. Open source systems like Mojo nation [8]'tese
kens”(counters) to accrue reputation based on the cotititsiof
a agent in the P2P network. Evolutionary trust based mestemni
for P2P networks have been used in [2, 3, 15] to determine suit
able agents to interact with. In [16], P2P systems are mddde
social networks and referrals between agents are used tovp
the reputation of a agent in the system. In [9], interactiarsP2P
network are modeled as a multiple prisoners’ dilemma ganae an
solutions are proposed using reputation based mechantdovg-
ever, the major wrinkle in purely reputation based mechmasis
that they are susceptible to collusion. In [5], P2P intéomst are
modeled as a prisoners’ dilemma game and a maxflow based repu-
tation mechanism is used to solve collusion among agentsnt&g
maintain both shared and local histories of agent coniahatto
address the zero cost identity problem. However, the pnolbléh
the maxflow based algorithm for collusion prevention is ihebn-
siders a subset of agents while considering the reputatiano
agent. If all the member of this subset collude to promote aign
the reputation of the agent being referred to, collusidhpsisists
in the system. In contrast, the technique proposed in oipneaity
based mechanism collects the reputation of an agent frongetits
in the system and, therefore, is insusceptible to collusion

6. CONCLUSIONS AND FUTURE WORK

In this paper we describe an expected utility based apprtmach
promote cooperation in P2P networks. Experimental evialoatf
the proposed decision mechanism on a simulated P2P enwrdnm
demonstrate that reciprocal resource sharing is the dorngteat-
egy. This implies a dis-incentive to and eradication of {friekng
and corresponding overall improvement of system perfoo@an
Our mechanism also successfully handles two other majareros
in P2P systems: the zero-cost-identity problem and caliubie-
tween free-riders. In particular, we have introduced araduated
a novel, probabilistic update-based reputation learnauiprtique
that protects against colluding free-riders.

We have restricted our simulations using agents who carmaotge
their attitude during the course of interactions. We plaintwduce
dynamic agent behavior where an helping agent can becofighsel
after some period of time and vice versa. We also want to atalu
the effectiveness of gathering reputation from a limitethber of
agents in the environment.
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