Instructions for accessing the new TU wireless Network

These instructions are meant for University owned systems directly
supported by ENS Computer Services. Users of other systems may find
this document helpful, but any requests for help with personal systems
should be addressed to the Helpdesk (x3500).

Please note that the VPN client is no longer required to connect to the TU wireless
network. As of August 16th, TU has activated two new wireless networks, TUSecure and
TUWebOnly. TUSecure has full functionality, just like the old "utulsa” + VPN network
did; TUWebOnly only allows access to view web pages via Internet Explorer, Firefox, or
other web browsers.

The VPN client is still required when off campus if access to Shared Space or Filer is
required.

There are five steps to set up wireless connectivity. One or more of these steps may not
be required depending on how or when the system was set up.

1) Remove Old VPN Client

2) Remove utulsa SSID

3) Configure the correct settings for TUSecure (Using Information Services —
TUSecure Wireless Setup Guide — For Windows XP)

4) Modify new VPN client (if it exists)

5) Install new VPN client if not already installed (Using Information Services — VPN
Setup Guide)



Remove OId VPN Client (if necessary)

Start up your current VPN client by going to:
Start — All Programs — Cisco Systems VPN Client — VPN Client

The old VPN Client was version 4.0.5 and looks like the picture below:

# VPN Client - Version 4.0.5 (B)

Conneckion Entries  Status  Certificates Log Options Help
o, ; £ h ﬁ Cisco Sysrims
Connect M e | rnport b cocdify Delete B
Connection Entries l Certificates ] Log ]
| Connection Entry | Host | Tranzport
Internet 129244 219 IPSec/UDP
Wireless 17216.0.1 IPSec/UDP
4 | B
Mok connected.

The version number is clearly displayed in the top left part of the box. A further clue that an older
version is installed is the Connection Entry field which shows “Internet” and “Wireless” as the
options.

If you do not have this version of the VPN client installed, skip the following instructions and go
to Step 4 “Modify New VPN Client (if exists)”.

If you have this version of the client installed then you need to remove it by going to:

Start — Cisco Systems VPN Client — Uninstall VPN Client

Answer “Yes” to the question asking (in short) if you are sure about the removal of the VPN
Client

Answer “Yes” to the question “Do you wish to delete your existing connection profiles?”
Answer “Yes” to the question “Do you wish to delete your existing Cisco certificates?”
Press “Finish” button with “Yes, | want to restart my computer now.” checked.



Remove utulsa SSID

In the past computers had to be “told” how to connect to the “utulsa” wireless system.
There were two possible methods to manage how it was “told”. To discern which method
was used go to:

Start — Control Panel — Network and Internet Connections — Network Connections

Right click on the Wireless Connection icon and select Properties and click on the
“Wireless Networks tab”, you will get the picture shown below.

If the “Wireless Networks” tab is missing or if the “Use Windows to configure my
wireless network settings” checkbox is not selected, stop and enter a work request.
ECS will configure the new wireless and VPN settings for you.

If the box labeled “Use Windows to configure my wireless network settings” is checked
then highlight the “utulsa (Manual)” entry in the “Preferred networks” box and click
“Remove”. Click “OKk” to close the wireless settings window.
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1. Click on your ‘Start’ Menu, and select ‘Control Panel’
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2. Select ‘Network and Internet Connections
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3. Select ‘Network Connections’
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4. Right Click your ‘Wireless Network Connection” & Select ‘Properties’
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5. Select ‘Wireless Networks’
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6. Select ‘Add’
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7. Input the following Information:
a. Network Name (SSID): TUSecure
b. Network Authentication: WPA
c. Data Encryption: AES



Wireless network properties
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8. Select the ‘Authentication’ tab at the top:
a. EAP type: Protected EAP (PEAP)
b. Select ‘Properties’



Wireless network properties
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9. Uncheck ‘Validate Server Certificate’
a. Authentication Method: Secure password (EAP-MSCHAP v2)
b. Select ‘Configure
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10. Uncheck ‘Automatically use my Windows Logon name and password.’
EAP MSCHAPv2 Properties x|
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11. Click ‘OK’ on all windows to get back down to desktop



12. Click on the ‘Wireless Network Connection’ bubble that should appear.
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13. Input your utulsa username & password
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Enter Credentials

Lser name: E-l._lser-helpdesk |
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14. Once your connected to the network, and authenticated, a message should appear at the bottom verifying
the connection.
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15. If you bring up the ‘View Available Wireless Networks’, you will see that you are Connected to TUSecure
i) Wireless Metwork Connection E|
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15. Once you are connected and authenticated, open a browser, and you will be asked to authenticate a
second time to the network registration system.
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Modify New VPN Client (if necessary)

The new VPN Client is shown below:

# status: Disconnected | VPN Client - Version 4.8.01.0300 |Z||E|E|

Connection Entries  Status  Certificates Log  Options  Help
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TU-0H-Campus-Internet 129.244. 2085 IPSec/UDP
TU-On-Campus-wireless 172.16.0.2 |PSec/UDF

< e

Mok connected,

The version is shown at the top of the box, which is now 4.8.01.0300. Also note that “Internet” and
“Wireless” have been replaced by “TU-Off-Campus-Internet” and “TU-On-Campus-Wireless” in the
Connection Entry box. If “TU-On-Campus-Wireless™ is not listed, no modifications are necessary.

Since the On-Campus profile is not required, and to save possible confusion, it should be removed by
right clicking on the entry and scrolling to the delete choice.
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Once this process is complete, there is no need to perform Step 5 “Install new VPN client”
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Setting up the Cisco VPN client

1. Obtain the Cisco VPN Client from MyTU (http://mytu.utulsa.edu), Once logged on to MyTU, select “TU Resources”,
then under the “TU Web Services” section select “Software Downloads”, select “TU VPN Client (Windows)” from the
list of available software and download this file to your system.

2. Unzip the 'tuvpn48winxp.exe' (right click and select ‘Extract All’).

3. Inside the tuvpn48winxp folder you have a folder called ‘Profiles’, and the ‘vpnclient_setup48.msi’. Double click the
‘vpnclient_setup48.msi’.
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3. Click Next

|:T:| Cizco Systems WPH Chent 4.8.01.0300 5 etup

Welcome to the Cisco Systems
VPN Client 4.8.01.0300
Installation Wizard

[t i strongly recommended that you exit all Windows programs
befare running thiz zetup progran.

Click Cancel to guit the setup program, then close any programs
o have running. Click Mest to continue the ingtallation,

WARMIMG: Thig program is protected by copyright law and
international treaties.

[Inauthaorized reproduction or diztribution of this program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the maximum extent pozsible under law.

4. Click ‘1 accept the license agreement’, then click ‘Next'.

i':-—,_:'u Cizco Systems ¥PH Chent 4.8.01.0300 5 etup

License Agreement

You muzt agree with the icensze agreement below to proceed.

Client Software License Agreement of Cisco Systems

THE SOFTWARE TO WHICH Y0OU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE IS
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT
SET FORTH BELOW. BY CLICKING '""YES" ON THIS SCREEN, YOU
INDICATE THAT YOU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE BREAD THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON '"YES".
IFY0OU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU
“WILL BE DENIED ACCESS TO THE SOFTWARE.




5. Click ‘Next’ to accept the installation folder and begin installation.

|:' Cizco Systems ¥PH Chent 4.8.01.0300 5 etup

Destination Folder

Select a folder where the application will be installed.

6. The installation will take several minutes.

|:' Cizco Systems ¥PH Chent 4.8.01.0300 5 etup

Updating System
The features you selected are curently being inztalled.




7. Click on ‘Finish’ to finish installation.

o) | -
jiz Installer Information

Cisco Systems VPN Client
4.8.01.0300 has been
successfully installed.

[Click the Finizh button to exit this installation.




1. 9. After your computer completes its reboot, please open the vpn client and import the 2 necessary profiles. (side
note: Once you reboot, your login may look different. The VPN is not compatible with 'Fast User
Switching' (icons instead of the Ctrl+Alt+Del box), but you will login with the same username and
password as you have been using to gain access to your computer.)
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10. Click on import.

# ztatus: Disconnected | ¥YPHN Client - Yerzion 4.8.01.0300

11. Navigate to the ‘Profiles’ folder in the extracted ‘tuvpn48winxp’ folder. And select the ‘TU-Off-Campus-Internet.pcf’
file and click ‘Open’

¥PH Client |1 5elect connection entry to import

[ Profiles |

TU-Df-Campusz-lnternet. pof

My Documents
=
m
by Computer

TU-O-Campusz-lntermet |_
Profiles [* pcf) - |




12. Click ‘OK’

# YPN Client

i)

13. After the import of the profiles is complete, your vpn is ready to use. Please select the appropriate profile and click on
‘Connect’.
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